HIPACE SSL Stack

The SSL Stack runs above TCP/IP and below higher-level protocols such asHTTP or IMAP. It uses
TCP/IP on behalf of the higher-levd protocols, and in the process allows the SSL stack to
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authenticate itself to an SSL-enabled client(example a web browser), allows the client to authenticate itself
to the server, and allows both machines to establish an encrypted connection.

The SSL stack includes two sub-protocols: the SSL record protocol and the SSL handshake protocol. The
SSL record protocol defines the format used to transmit data. The SSL handshake protocol involves using
the SSL record protocol to exchange a series of messages between the SSL Stack and an SSL-enabled
client(web browser) when they first establish an SSL connection. This exchange of messages is designed to
facilitate the following actions:

Authenticate the server to the client.

Allow the client and server to select the cryptographic algorithms, or ciphers, that they both

support.

Optionally authenticate the client to the server.

Use public-key encryption techniques to generate shared secrets.

Establish an encrypted SSL connection.

The SSL Handshake

The SSL Stack uses a combination of public-key and symmetric key encryption. Symmetric key encryption
is much faster than public-key encryption, but public-key encryption provides better authentication
techniques. An SSL session always begins with an exchange of messages called the SSL handshake. The
handshake allows the server to authenticate itsaf to the client using public-key techniques, then allowsthe
client and the server to cooperate in the creation of symmetric keys used for rapid encryption, decryption,
and tamper detection during the session that follows. Optionally, the handshake also allows the client to
authenticate itsalf to the server.

1. Thedlient sendsthe server the client's SSL version number, cipher settings, randomly generated
data, and other information the server needs to communicate with the client using SSL.

2. Theserver sendsthe client the server's SSL version number, cipher settings, randomly generated
data, and other information the client needs to communicate with the server over SSL. The server
also sendsits own certificate and, if the client is requesting a server resource that requires client
authentication, requests the client's certificate.

3. Theclient uses some of the information sent by the server to authenticate the server. If the server
cannot be authenticated, the user iswarned of the problem and informed that an encrypted and
authenticated connection cannot be established. If the server can be successfully authenticated, the
client goes on to the next step.



4. Using al data generated in the handshake so far, the client (with the cooperation of the server,
depending on the cipher being used) creates the premaster secret for the session, encryptsit with
the server's public key, and sends the encrypted premaster secret to the server.

5. If the server has requested client authentication (an optiona step in the handshake), the client also
signs another piece of data that is unique to this handshake and known by both the client and
server. In this case the client sends both the signed data and the client's own certificate to the
server along with the encrypted premaster secret.

6. If the server has requested client authentication, the server attempts to authenticate the client. If
the client cannot be authenticated, the session is terminated. If the client can be successfully
authenticated, the server usesiits private key to decrypt the premaster secret, then performs a series
of steps (which the client also performs, starting from the same premaster secret) to generate the
master secret.

7. Both the client and the server use the master secret to generate the session keys, which are
symmetric keys used to encrypt and decrypt information exchanged during the SSL session and to
verify itsintegrity--that is, to detect any changes in the data between the time it was sent and the
timeit isreceived over the SSL connection.

8. Theclient sends a message to the server informing it that future messages from the client will be
encrypted with the session key. It then sends a separate (encrypted) message indicating that the
client portion of the handshake is finished.

9. The server sends a message to the client informing it that future messages from the server will be
encrypted with the session key. It then sends a separate (encrypted) message indicating that the
server portion of the handshake is finished.

10. The SSL handshake is now complete, and the SSL session has begun. The client and the server use
the session keysto encrypt and decrypt the data they send to each other and to validate its
integrity.

The Server Authentication

Servers Certificate Clientk list of
Server's public ley =8 trusted CAs

Certificate’s serial number /\/\
o |5 today's date

Certificate’s validity perind

within validity perind?

Server's D
'e Isissuing CAa IEUMEEAE
Issuer's DM trusted CA? Certificate
> [ssuer's DN
— Issuer’s digital -4 [zsuer's public ley »—a
—— signature  — 9 Does issuing CA's (= Issuer's digital —
public leey validate — signature —

izsuer's digital signature?

'o Coes the doman
name specified in the
server's DN match
the server's actual

domain name? M




The browser goes through these steps to authenticate a server's identity:

1

Istoday's date within the validity period? The client checks the server certificate's validity
period. If the current date and time are outside of that range, the authentication process won't go
any further. If the current date and time are within the certificate's validity period, the client goes
on to next step.

Istheissuing CA atrusted CA? Each SSL-enabled client maintains alist of trusted CA
certificates. Thislist determines which server certificates the client will accept. If the distinguished
name (DN) of theissuing CA matchesthe DN of a CA on theclient'slist of trusted CAs, the
answer to this question isyes, and the client goes on to the next step. If theissuing CA isnot on
thelist, the server will not be authenticated unless the client can verify a certificate chain ending in
aCA that ison thelig.

Doestheissuing CA's public key validate theissuer'sdigital signature? The client usesthe
public key from the CA's certificate (which it found in itslist of trusted CAsin step 2) to validate
the CA'sdigital signature on the server certificate being presented. If the information in the server
certificate has changed since it was signed by the CA or if the CA certificate's public key doesn't
correspond to the private key used by the CA to sign the server certificate, the client won't
authenticate the server'sidentity. If the CA'sdigital signature can be validated, the server treats the
user's certificate asavalid "letter of introduction” from that CA and proceeds. At this point, the
client has determined that the server certificateis valid.

Doesthe domain name in the server's certificate match the domain name of the server itself?
This step confirms that the server is actually located at the same network address specified by the
domain namein the server certificate. Clients must perform this step and must refuse to
authenticate the server or establish a connection if the domain names don't match. If the server's
actual domain name matches the domain namein the server certificate, the client goes on to the
next step.

The server isauthenticated. The client proceeds with the SSL handshake. If the client doesn't get
to this step for any reason, the server identified by the certificate cannot be authenticated, and the
user will be warned of the problem and informed that an encrypted and authenticated connection
cannot be established.
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The SSL Stack goes through these steps to authenticate a user's identity:

1

Doesthe user's public key validate the user's digital signature? The server checks that the
user's digital signature can be validated with the public key in the certificate. If so, the server has
established that the public key asserted to belong to John Doe matches the private key used to
create the signature and that the data has not been tampered with since it was signed.

Istoday's date within the validity period? The server checks the certificate's validity period. If
the current date and time are outside of that range, the authentication process won't go any further.
If the current date and time are within the certificate's validity period, the server goes on to next
step.

Istheissuing CA atrusted CA? The SSL Stack maintainsalist of trusted CA certificates. This
list determines which certificates the server will accept. If the DN of the issuing CA matches the
DN of a CA on the server'slist of trusted CAs, the answer to this question is yes, and the server
goes on to the next step. If theissuing CA isnot on theligt, the client will not be authenticated
unless the server can verify a certificate chain ending in a CA that is on thelist. Administrators
can control which certificates are trusted or not trusted within their organizations by controlling
thelists of CA certificates maintained by clients and servers.

Doestheissuing CA's public key validate theissuer's digital signature? The server usesthe
public key from the CA's certificate to validate the CA's digital signature on the certificate being
presented. If the information in the certificate has changed since it was signed by the CA or if the
public key in the CA certificate doesn't correspond to the private key used by the CA to sign the
certificate, the server won't authenticate the user'sidentity. If the CA's digital signature can be
validated, the server treats the user's certificate as a valid "l etter of introduction™ from that CA and
proceeds. At this point, the SSL stack considersthe client authenticated and proceed with the
connection as described in point #6.

Istheuser'scertificatelisted in the LDAP entry for the user ? This optional step provides one
way for a system administrator to revoke a user's certificate even if it passesthe testsin all the
other steps. The stack can automatically remove a revoked certificate from the user's entry in the
LDAP directory. All serversthat are set up to perform this step will then refuse to authenticate that
certificate or establish a connection. If the user's certificate in the directory isidentical to the user's
certificate presented in the SSL handshake, the server goes on to step 6.

Isthe authenticated client authorized to access the requested resour ces? The server checks
what resourcesthe client is permitted to access according to the server's access contral lists
(ACLS) and establishes a connection with appropriate access. If the server doesn't get to step 6 for
any reason, the user identified by the certificate cannot be authenticated, and the user is not
allowed to access any server resources that require authentication.



